











Data Governance
In this lecture, we discuss the notion of data governance. Data governance is the central function of the data management framework.
For data management to be effective, it needs to work across boundaries of organizational areas. Some decisions tend to be business decisions made with input from IT, others tend to be technical decisions made with input from business.
You should note that data governance is not the same as IT governance. IT governance aligns IT goals and strategies with enterprise goals and strategies. As you should recall from your corporate information systems course and your IT audit, control, and compliance course, COBIT, which stands for control objectives for information-related technology, provides standards for IT governance. Here, in this course, data governance focuses exclusively on the management of data assets.
Data Stewardship
Data stewardship refers to the responsibilities of ensuring effective control and use of data assets in the enterprise. A data steward is a business leader, or a recognized subject matter expert, who is accountable for these responsibilities. Data governance deals with the making of data stewardship decisions.
Data stewardship responsibilities include:
· Data architecture management: This is to review, approve, and refine the data architecture.
· Data development: This is to define data requirements and specifications toward the creation of logical data models.
· Data operations management: This is to define requirements for data retention, recovery, and performance.
· Data security management: This is to ensure confidentiality, integrity, and availability of the data.
· Reference and master data management: This is to define and control reference data and master data.
· Data warehousing and business intelligence management: This is to make business intelligence decisions.
· Document management: This is to set directions for content management.
· Metadata management: This is to create and maintain enterprise metadata.
· Data quality management: This is to define data quality requirements and business rules.
Data Governance and Stewardship Organizations
Data governance guides all data management functions. The scope of data governance programs includes:
· Data strategy and policies: defining, communicating, and monitoring
· Data standards and architecture: reviewing, approving, and monitoring
· Regulatory compliance: communicating, monitoring, and enforcing
· Issue management: identifying, defining, escalating, and resolving
· Data management projects: sponsoring and overseeing
· Data asset valuation: estimating, approving, and monitoring
· Communication: promoting, building awareness, and appreciation
Typically, enterprises have the following three cross-functional data organizations with stewardship decision-making responsibilities:
· A data governance council has enterprise-wide authority over data management.
· Data stewardship programs steering committees support the data governance council.
· Data stewardship teams are focused groups collaborating on stewardship activities in defined subject area.
The data governance organizations define rules that include:
· Overall data strategy
· Data policies
· Data standards
· Data management procedures
· Data management metrics
· Business data names
· Business rules for the enterprise data model
· Data requirements
· Data quality
Data governance makes decisions on the following aspect of data management:
· Data security
· Data access
· Data quality
· Regulatory compliance
· Policy and standards conformance
· Naming and definition conflicts
· Data governance procedural issues.
Data Management Services Organizations
Data management professionals within the IT department report to one or more data management services (DMS) organizations. The professionals in the DMS organizations may include data architects, data analysts, data modelers, data quality analysts, database administrators, data security administrators, metadata administrators, data model administrators, data warehouse architects, data integration architects, and business intelligence analysts.
Data Management Executive
The chief information officer (CIO) and a dedicated data management executive provide leadership for the data management program.
Data Governance Office
In large enterprises, a data governance office is an organization of data stewardship facilitators who support the decision making of data stewards across all teams.
Data Governance Activities
We now consider the following key functions of data governance:
· Data strategy
· Data policies
· Data architecture
· Data standards and procedures
· Regulatory compliance
· Issue management
· Data management projects
· DMSs
· Data asset valuation
· Communication and promotion
Let’s discuss each of these activities in more detail:
Data Strategy
Strategy consists in making decisions on a high-level course of action to achieve specific goals. The strategic decisions apply to critical components of data management, which include:
· Vision
· Guiding principles, values, and management perspectives
· Mission long-term goals
· Short-term specific, measurable, actionable, realistic, time-bound (SMART) program objectives
· Performance metrics of success
· Program components initiatives
· Organizations, roles, and decision rights
· Implementation roadmap
· Scope boundaries and decision points
· Business case
Data strategy is generally captured in the following three deliverables:
· Data management program charter
· Data management scope statement
· Data management implementation roadmap
Data Policies
The data stewards must effectively communicate the data policies and then monitor, enforce, and reevaluate them on an ongoing basis. Data policies apply to critical topics, such as:
· Data modeling and development activities within the systems development lifecycle
· Development of data architecture
· Data quality requirements, roles, and responsibilities
· Data security, including confidentiality, integrity, considering classification and intellectual property, and access control
· Data availability including database retention and disaster recovery
· Access and use of data sourced externally
· Sharing of data
· Data warehousing and business intelligence
Data Architecture
The data governance council oversees the definition of the enterprise data model and the design of the logical database and approves the final deliverables.
Data Standards and Procedures
The data standards and procedural decisions apply to the following practices:
· Data modeling architecture, including naming, semantics, and data values
· Business and technical metadata
· Data model management
· Data integration
· Database recovery and business continuity
· Database performance
· Data retention
· Data acquisition
· Data security
· Reference data management control
· Matching, merging, and data cleansing
· Business intelligence
· Enterprise content management
Regulatory Compliance
The data governance of enterprises must consider several industry regulations. These regulations impose requirements on how to manage information. Some key industry regulations include:
· The Oxley Act of 2002 establishes strict financial reporting and auditing requirements.
· The Health Information Protection and Portability Act (HIPAA) is a US law enacted in 1996 that requires organizations dealing with medical records to respect the privacy and security of patient health information.
· Basel II New Accord enacted in 2006 requires financial institutions doing business in European Union countries to report information proving liquidity.
· The payment card industry data security standard (PCI-DSS) is an information security standard for organizations that handle financial credit cards.
Issue Management
Data governance provides the framework to address data-related issues, such as:
· Data quality
· Data naming and definition
· Business rules
· Data security
· Compliance to regulations
· Conformance to policies, standards, or procedures
· Conflicting policies, standards, architecture, and procedures
· Conflicting stakeholder interests
· Organizational cultural changes
· Data governance processes and decisions
The implementation of data governance practices in the enterprise requires well-defined mechanisms and procedures for:
· Capturing and maintaining issues
· Tracking issues
· Documenting relevant facts, input from stakeholders, and progress toward resolutions
· Escalating issues to higher levels of decision
· Documenting and communicating resolutions
Data Management Projects
In the enterprise, the data governance council drives important data management initiatives that provide enterprise-wide benefits across different functional areas. Examples of areas of focus include:
· Architecture management
· Data warehousing and business intelligence
· Reference and master data management
· Metadata management
· Data quality management
Data Management Services
Different enterprises several DMSs teams include in their organizational structures. The purpose of these teams is to support the delivery of data-management-related services in focused areas. Examples of data management services include:
· High-level governance coordination
· Information analysis
· Data modeling
· Architecture design
· Data quality
· Database design, development, and production
· Database deployments and service
In the next lecture, we will discuss the topic of data architecture management.
Data Asset Valuation
Enterprises view their data and information as critical assets.
One of the activities of data governance is to estimate the value of the data assets. One approach is to determine the business benefits associated with using the data. Another approach is to determine the costs associated with the potential loss of the data, or not enjoying the current quality level of content, access, or performance.
Communication Promotion
The data stewards and data management professionals in the enterprise need to promote the value of the data and information clearly and consistently, coupled with sound and effective data management practices, as critical business assets.















Data Architecture Management
In this lecture, we examine the topic of data architecture management. This is the process of specifying structural aspects about the data of a logical nature that will be used throughout the data analysis phase.
Data architecture provides the formal definition of the naming conventions for the data, specifies the logical data structures, the data integrity rules, and the usage rules.
First, let’s discuss the notion of enterprise data architecture; it comprises three major deliverables:
· Enterprise data model
· Information value chain analysis
· Related data delivery architecture: database architecture, data integration architecture, data warehousing and business intelligence architecture, document content architecture, and metadata architecture
View a PDF Transcript of Data Architecture Management 
Architecture Overview
Architecture is an organized framework of the targeted system that is created while optimizing the feature set, performance, as well as other system evaluation criteria of importance to the enterprise.
In our context where we deal with information technology and information systems, architecture refers to the design of a complex system.
Enterprise Architecture
Enterprise architecture establishes the integration of enterprise data, processes, organization, and technology. The enterprise architecture generally includes the following products:
· Business architecture
· Information architecture
· Process architecture
· Systems architecture
· Technology architecture
· Information value chain architecture
It is common practice to set a target perspective for the enterprise architecture, with possible intermediate steps. The target architecture is intended to represent a reachable step toward and ideal solution. The ideal solution, or ideal architecture, is also referred to as a reference model.
The enterprise architecture should be viewed as a significant asset in terms of the knowledge generated and the implied benefits for the enterprise. Some key benefits include:
· Enabling the integration of data, processes, technologies, and efforts
· Aligning information systems with enterprise goals
· Enabling effective use of resources
· Improving communication across the enterprise
· Guiding enterprise processes
· Enabling organizations to adapt efficiently to market and industry changes
Architectural Frameworks
The simple way to think about an architectural framework is to view it as an architecture of an architecture. Architectural frameworks are created to define information systems, including various deliverables produced in the systems development life cycle.
We distinguish between two types of architectural frameworks:
· Classification frameworks provide mechanisms to organize the components and internal relationships that make up an enterprise architecture. You may think of a classification framework as a static model of an enterprise architecture that uses modeling notions such as the ER model that we discussed in Week 1.
· Process frameworks focus on processes and methods. You may think of a process framework as a dynamic model of an enterprise architecture, that uses activities like an activity diagram as you learned in your earlier course MIS6000 on Principles of Systems Development.
Next, let’s discuss a popular architectural framework, the Zachman model.
Zachman Framework for Enterprise Data Architecture
The Zachman framework can be depicted as a 6 x 6 matrix that represents the mapping between two classification schemas. These two classification schemas describe two dimensions of systems architectures. The first dimension is depicted as rows in the matrix, where each row represents a stakeholder with a unique perspective about the system. The second dimension is represented as columns in the matrix, where each column represents a fundamental question about the architecture.
The six stakeholder perspectives are:
1. Planner (scope)
2. Owner (business aspects)
3. Designer (system logic)
4. Builder (technology)
5. Implementer (implementation)
6. Participant (operations)
The six question perspectives are:
a. What (data)
b. How (function)
c. Where (network)
d. Who (people)
e. When (time)
f. Why (goal)
The enterprise data architecture comprises three components:
· Enterprise data model
· Information value chain analysis
· Related data delivery
The Zachman framework can be easily applied to the analysis of data architectures with minor adaptations. For example, the owner view is concerned with conceptual data models and relationships using ER modeling techniques. The designer view is concerned with the full definition of attributes for the entities and the creation of a normalized logical data model. The builder view is concerned with physical data models. (We will discuss physical data models in the next lecture.) The implementer view is concerned with the representation of data structures and the specification of SQL statements for scheduled queries and transactions. The participant view is concerned with the end-user experience with the database.
Data Architecture Activities
The data architecture management function involves several activities as follows:
· Understanding enterprise information needs
· Developing and maintaining the enterprise data model
· Analyzing and aligning the data with the business models
· Defining and maintaining the data technology architecture
· Defining and maintaining the data integration architecture
· Defining and maintaining the data warehousing and business intelligence architecture
· Defining and maintaining the meta data architecture
Next, let’s explore the topic of data development and understand what is involved in the physical database design phase.
Let’s examine in more detail one of these activities: developing and maintaining the enterprise data model.
As we learned earlier in Week 1, data modeling involves defining and analyzing data requirements and designing logical and physical data structures that address the requirements. The data model is an integrated, subject-oriented, and essential deliverable that captures the semantic requirements for the enterprise’s data. “Integrated” means that all the data and semantic rules are captured for the enterprise. “Subject oriented” means that the data model is divided into recognizable subject areas in the enterprise. “Essential” means that the data represented by entities and their attributes, as well as the relationships, are essential to supporting the mission-critical requirements of the enterprise. Nonessential aspects of enterprise data need not be retained in the final data model.
It may help you to view the development of the enterprise data model as a progression of layers, where the initial focus is on the most important subject areas to support the critical missions of the enterprise. The higher layers are developed first, and then the lower layers are developed from the higher ones. Therefore, the enterprise data model progresses in a top-down fashion starting with subject area modeling, which focuses on business entities, then progressing to conceptual modeling, which consists in defining the conceptual views without the data attributes, then progressing further with the creation of the logical views, which now includes the data attributes.















[bookmark: _GoBack]Physical Database Design
In this lecture, we examine the data development activities, focusing primarily on the physical database design process.
The input needed for physical database design includes:
· Normalized relations, including range of the number of rows in each table
· Definitions of attributes, including data type and maximum possible length
· Requirements for data usage (frequency of each data-item created, read, updated, and deleted)
· Requirements for response time, data security, backup, retention, and recovery
· Specifications of technologies used for implementing the database (networking environment, server architecture and hardware, software platforms, and database management systems or DBMS).
Some fundamental physical database design decisions include:
· Selecting the storage format for each attribute in the logical data model (called data type)
· Instructing the DBMS regarding on how to group attributes from the logical data model into physical records such that groups of records will be stored, retrieved, and updated efficiently.
· Devising mechanisms for processing typical queries with optimum performance.
Data Volume and Usage Analysis
A critical aspect of the physical design process is to identify statistics about data volumes and usage. This information can be added directly to an EER diagram generated during the logical database design.
Designing Fields
The physical database design involves mapping the attributes or data-items in the logical database model to fields, which are the smallest units of application data recognized by the software. Each field is specified with a data type, which is a coding scheme implemented in the system software, such as a DBMS, for representing data-items. You may have come across examples of data types in your earlier course on Principles of Systems Development, such as byte, short, long, or char. For example, Microsoft Access using types like: NUMBER (FieldSize= SINGLE), NUMBER (FieldSize= DOUBLE), or TEXT. The types depend on the specific DBMS used.
In some cases, some attributes may have a sparse domain of values, or may require data types that require a lot of space, such that significant storage space will be consumed in the physical database. In such cases, a field with a small number of values may be mapped into a code that requires less space.
Selecting the fields data types is done in consideration to overall storage and transaction-processing performance optimization.
In addition, the physical database design addresses the following considerations:
· Controlling data integrity
· Default value
· Range control
· Null value control
· Referential integrity
In handling or preventing missing data, two common approaches are:
· using a default value or
· not permitting missing (null) values.
Now, let’s discuss the notion of denormalization.
Denormalization
Denormalization is a practical physical database design technique that is used to improve database processing performance. Denormalization is the process of transforming normalized relations into non-normalized physical records.
Denormalization can be considered only with thorough knowledge of the application and if performance issues indicate that it is needed. One factor to consider with denormalization is the extra effort to ensure data integrity under changes. The extra effort is in implementing mechanisms to ensure that inconsistences can't arise due to anomalies. This is referred to as controlled denormalization.
Some typical cases where denormalization should be considered include:
· Two entities with a one-to-one relationship: the design decision is to combine the two relations into one record, especially if the access frequency between the two entity types is high.
· A many-to-many relationship (associative entity) with nonkey attributes: to avoid joining three files to extract data from the two entities in the relationship, the design step is to combine attributes from one of the entities into the record representing the many-to-many relationship. This eliminates one of the join operations.
· Reference data exist in an entity on the one side of a one-to-many relationship, and this entity participates in no other relationships: the design step is to merge the two entities into a single record when there are few instances of the entity on the many side for each entity instance on the one side.
Next, let’s discuss a practice in physical database design optimization for performance: partitioning.
Partitioning
We distinguish between two types of partitioning: horizontal partitioning and vertical partitioning.
Horizontal partitioning is the mapping of the rows of a logical relation into several separate records. We consider three ways to create horizontal partitions:
· Range partitioning: this is where each partition is defined by a range of values for one or more attributes of a normalized table.
· Hash partitioning: this is where data are spread evenly across partitions. To do so we use a hashing mechanism. A hashing mechanism is a function that maps data-items of arbitrary size to data-items of fixed size. The values returned by a hashing mechanism are called hash values.
· List partitioning: this is where the partitions are based on predefined lists of values of a selected key.
Vertical partitioning refers to the distribution of the columns of a logical relation into several separate physical records.
Designing Physical Database Files
Another aspect of physical database design is making decisions about the physical files used to store the database records. A physical file is a named portion of secondary storage allocated for storing physical records. Some DBMS include the notions of tablespace and extent. A tablespace is a named logical storage unit in which data from one or more database records, views, or other database objects may be stored. An extent is a contiguous section of secondary storage space.
You should note that for high-performance online transaction processing (OLTP) databases, or mission-critical real-time databases (for example, in telecommunications, or defense), a requirement may be that the database must reside entirely in a large shared memory, rather than in secondary storage. The initial requirements will determine how the database should be stored physically.
File organization
File organization is a technique for physically arranging records of a database in a physical storage device. The objective is achieving fast data retrieval, high throughput for processing database transactions, and making efficient use of storage space. The following file organization techniques are commonly used:
· Sequential file access: the storage of records in a file is in sequence per a primary key value.
· Indexed file access: the storage of records is either sequential or nonsequential via an index that locates individual records from an access record. A variety of data structures are devised to optimize searches with databases via an indexed access mechanism.
· Hashed file access: this refers to a storage system in which the address for each record is determined using a hashing algorithm. A hash index table is a file organization that uses hashing to map a key into a location in an index, where there is a pointer to the actual data record matching the hash key. Pointer is a field of data indicating a target address that can be used to locate a related field or record of data.
With some DBMSs, the designer may specify that several records be positioned in adjacent secondary memory space, or data blocks. A database cluster is obtained by grouping records which participate in significant common processing in contiguous physical storage spaces.







